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Montage <-> Configuratie <-> Demontage (=Forensics?)
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Interpol Drone Forensics course

Day 1: Introduction to Drone Forensics and Data Acquisition.

This session covered the basics of drone forensics, including t
foundational knowledge required for understanding drone sys
and hol|w tseff%ctively gather and acquire data from drone de

"
Day 2: Analysis of Droné Data.

Building on Day 1, this session focused on the methodologies for
analyzing the data obtained from drones, providing deeper insights
into forensic techniques and tools used to interpret and leverage
drone data in investigations.
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Interpol Drone Forensics course

Drone technology ‘

Flightcontrollers, ESC’s, PID, remote controllers ...

Camera’s, video- & datastream, encryption ...
Open source & commercial analytical software ...

- ’
r- Plotting, decrypting ...

Hands-on disassem’aly & reassembly of a drone ...

Recovery of the onboard data ...

And the countless interesting stories from two top instructors ! D|g|ta| FO rengicg
on
Drones

“A training for investigators performing digital forensics but new to drones
or with (basic) knowledge in drone forensics.”
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Drone Forensics “Startup”

4

Bestaande tools met een module of
add-on v&r drone forensics:

«  MSAB XR¥Y. (SE)
e C rite UFED/Inseyets (IL)
. Mé‘gr‘i-ét Forensics Axiom (
* Oxygen Forensics (RU-> US
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Drone Forensics “Startup”
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Gespeciaﬁfeerder tools voor drone forensics:

« Tiko UAV-1200

* DJrFlight

* AirData UAV

* Autopsy + Drone Plugin

 Betaflight Blackbg
\
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Chain of Evidence
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Voldoendé&fota’s nemen,

Gebruik writeblocker waar mogelijk.
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Cloud Vens. ' .
Demoiaggee? )

Chip off?

Faraday bag voor smartcontroller/GSM
Remotylplng mogelijk?
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De toekomst?
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De toekomst?

"Het COC ziet geen enkele rechtsgrond voor een CALOG lid
om deel te nemen aan een observatie (0ok niet "in steun”)” % 544 on

Drones
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Toekomstvisie?
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