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“If you throw a frog in a pot of boiling water, it will hop 
right out. 
But if you put that frog in a pot of tepid water and slowly 
warm it, the frog doesn't figure out what going on until 
it's too late: boiled frog. 
It's just a matter of working by slow degrees.”









What does NIS 2 mean for you?

Cybersecurity Risk Management Measures

1. Risk management
2. Policies on risk analysis and information system security
3. Incident handling (prevention, detection & response 

to incidents)
4. Business continuity (DR, BM, crisis management)
5. Supply chain security (consider supplier 

vulnerabilities)
6. Vulnerability handling and management
7. policies and procedures to assess the effectiveness of 

cybersecurity risk-management measures;
8. The use of cryptography and encryption where

warranted
9. Basic cybersecurity hygiene practices & training
10. The use of MFA or continuous authentication, secured

voice/video/text communications, emergency 
comms

Incident Reporting Obligations

Report incidents with significant* impact 
on the provision of services
• Within 24 hours
• Within 72 hours an extensive report 
• Within 1 month a final 

report/progress report

*= A significant incident is defined as: "any incident 
has a significant impact on the provision of services 
in the sectors or subsectors listed in the annexes of 
the NIS2 law, and which: 

1. has caused or is likely to cause serious 
disruption to the operation of any of the services in 
the sectors or subsectors listed in Annexes I and II or 
financial loss to the concerned entity; or 

2. has caused, or is likely to cause, 
significant material, personal or non-material damage 
to other natural or legal persons".



From Europe to Belgium



Timeline NIS2 implementation Belgium

18 Months 12 Months

30 months

18 October 
2024

18 April  
2026

18 April  
2027

Coming into
Force

NIS2 Legislation
or

identification

Ass. Level Basic or Important
• Deadline for Verification by CAB or
ISO 27k1 Scope & SoA
Alternative
CCB/NCCA inspection
• CyFun Self-Assessment or
• Inform. Beveiligingsbeleid (P.S.I) + 
ISO 27k1 scope & SoA

Ass. Level Essential
• Deadline for Certification by CAB or
ISO 27k1 Scope & SoA
Alternative
CCB/NCCA inspection State of Affairs:
• CyFun Self-Assessment or
• Inform. Beveiligingsbeleid (P.S.I) + 
ISO 27k1 scope & SoA

Reference: CCB presentation on BCSC Workgroup



NIS 2 Regime Belgium

Important EntitiesEssential Entities

Risk based security obligations and measures: all hazard approach 
referenced in legal text

Security Requirements

Significant incidentsReporting Obligations

Ex-PostEx-Ante and ex-PostSupervision

Minimum list of administrative sanctions including fines.
For essential entities: possibility to suspend authorization or impose 

temporary ban on managerial duties

Sanctions

By default: MS where the entities are established.
Exception: MS where the provide services; SOC services running in country; 
certain digital infra and digital providers – main sub established in the EU

Jurisdiction









146 lines in CyFun SA toolbox 228 lines in CyFun SA toolbox

40 lines in CyFun SA toolbox







Reconnaissance

Command & Control

Infiltration

Left Of Bang

Actions on Objectives









Thank you


