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Wat i1s OT/ICS




Wat is OT?

Office Industrial Control Systems

Supervision Network Production Network
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Andere denkwijze

OT Security™

* Often referred to as Industrial Security

Safety
¢ Availability
Integrity

Protection goals & priorities Confidentiality

I'T Security

Confidentiality ’
Integrity ’
Availability

3-5 years Asset lifecycle 20-40 years

Forced migration (e.g. PCs, smart phone) Software lifecycle Usage as long as spare parts available

High (> 10 “agents” on office PCs) Options to add security SW Low (old systems w/o “free” performance)

Low (~2 generations, Windows 7 and 10) Heterogeneity High (from Windows 95 up to 10)

Standards based (agents & forced patching) Main protection concept Case and risk based (transparency needed)
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De grootste gevaren

Top initial access vectors in 2022
Updated 2023-10-24 // @kwm

T1195: Supply Chain Compromise

1.6%
T1133: External Remote Services

4.8%
T1078: Valid Accounts

9.5%

T1189: Drive-by Compromise

959 T1566: Phishing

42.9%

T1190: Exploit Public-Facing App...
31.7%

|

TECHNOLOGY
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Voorbeeld phishing herkennen

Van: Federale Overheidsdienst Financién < =
Onderwerp: Belastingteruggave
Aan:
Antwoord aan:
rnardm FE= -.. L 15 ] 1
LT S rhmrasd e worr e ui

bopost /,
((' R Vlaamse
Douanekosten zijn van toepassing £ ( \ overheid
op uw pakje i

Hal _ - _ Belastingteruggave

=ialing al i1 waed i Pl irragge 1 1 afreneul Geach_te heer/mevrouw,

Bij conlrole omtrent uw amurle habben wij kunnen zien dal u in aanmerking komi vwoeor een terugbetaling Dt
Errapa bedrag maken wii 2o snel mogeljk naar u over

U onivangt een teruggave van: €1260,85

Verifioes sl uw Gooevens on rekeningrummer om uw leruggave te ontvangen, Uw terugoave kan alleen op uw

rekening worden bijgeschreven nadat de verificatie is volicoid

D samraag zal binnen 3 werkdagen worden venwerkl.

www.visanderen balterrugave

Mal vriandalijke groet,
Feda_rale Overhe.idsdienst Fina ncién

sme” <<ondica@u-itsme.email>

wden: Vrijdag 23 apnl 2021 18:36:29
werp: Een bericht over de status van uw account

Update onmiddellijk uw account

We moeten je account verifiA«ren om je contactgegevens te kunnen
bevestigen, of je nu een nieuwe gebruiker bent of al lang klant bent bij ons
Bedankt voor je hulp!

Wij hebben onregelmatigheden in uw account geconstateerd
Uit veiligheidsredenen hebben wij uw account tijdelijk beperkt

Wij raden aan om uw contactgegevens metaen na ontvangst van dit bericht.
te verifiA«ren om mogelijke schade te voorkomen

Als u ervoor kiest uw contactgegevens vandaag niet te verifiAsren, wordt uw
account mogelijk de volgende keer dat u probeert in te loggen geblokkeerd.

Maak u geen zorgen! Op dat moment ontvang je een nieuwe verificatie-e-
mail van ons zodal je toegang hebt tol je account

contactgegevens verifiA«ren

Vriendslijke groeten,
Jo Itsme team
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Toenemende dreiging

Nieuws Duvel Moortgat

VLAIO

Nieuwsblad

Nieuws  Events  Ondernemersverhalen  Blog  Publ

Informatie, begeleiding & advies v Subsi

8 2drijven in 2024
cyberaanval

= o e i =2 i1 d rijven (45,8%) slachtoffer van een

Technologie & Wetenschap

Hackers gebruikten ransomware om cybe "Blauw scherm des doods" brengt talloze bedrijven it i
uit te voeren: grote hinder op Brussels Ai g | Rieuwe cyberseedripyiharosaten

ook luchthavens Heathrow en Berlijn getr iN de problemen: wat is er nu eigenlijk aan de hand?

Door een cyberaanval op een partner van Brussels Airport moet de check-in en boar Computersystemen die plots herstarten, inclusief het fameuze "blauwe scherm des doods":
passagiers daar zaterdag manueel gebeuren. Dat meldt de luchthaven. Er werdenal o j;0nden bedrijven met Windows-pc's wereldwijd ondervinden pannes en problemen. Maar
geannuleerd, vijftien vluchten lopen vertragingen op van een uur of meer. . . . = . "

het probleem ligt eigenlijk helemaal niet bij Windows. Waar dan wel? En hoe valt dit op te

lossen?

/
/



De grootste gevaren

Top initial access vectors in 2022
Updated 2023-10-24 // @kwm

T1195: Supply Chain Compromise

1.6%
T1133: External Remote Services

4.8%
T1078: Valid Accounts

9.5%

T1189: Drive-by Compromise

T1566: Phishing

9.5% 42.9%
T1190: Exploit Public-Facing App...
31.7%
/
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Public-facing applications

Shodan is a search engine for devices
Automatically scans and indexes the entire public IP range for multiple TCP ports

'. SHODAN Explore Downloads Pricing & port:554

» Explore the possibilities:

4,703,501

Product Spotlight: Free, Fast IP Lookups for Open Ports and Vulnerabilities using inte
195.158.90.131

« Hint: It's free, you can check &5V et ap—

h

United States 878,941

your own public IP’s!

90.201.38.245

AR United Kingdom, Bishop
Taiwan 408,618 Auckiand

China 391,315

Viet Nam 336,424

144.198.207.116
Korea, Republic of 306,629

ZE United States, Tulsa

howes
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Shodan

» https://www.shodan.io/

plore Pricing &

screenshot.label:ics

SHODAN = Maps

1] +]

o i
Total Results: 320,520 SUCTION

RESERVOIR

i

8
#
@

Top Countries
=3 FLOAT
3 269,762 N , SWITCH
4,792 ot ¥ 4
4,020
2,939
2,353

AQUA CENTRE

Top Organizations
Google LLC
Brocade Communications..
Korea Telecom
Equifax, Inc. 3 A mf: DOSING [h)f;ING
Shopify, Inc. 3 > [ ¥ -

~"TGalais INLET

PUMP 2

COMPRESSOR

523 Internet Intelligence

Belgium
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Remote access over internet to ICS

Disconnect | Options | Clipboard | Send Cuit-An-Del | Retresn |

o o OPERATOR ID 9 MINUTES ‘
Public websites i
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Spurkington Elkhorn

Cardinal Park o
Pump 1 Pump 2 J
” V.

rk Richerson Industrial Park

Dmhame

i t] D

ot

Bass Ridge Raw Water  Industrial Park
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Current day?

Shodan Results Through Time
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What are cyberthreats

Cyber threats are malicious actions aimed at
gaining access to computers and networks to
cause damage or steal information.

Their goal:
* Financial losses
« Reputation damage

« Loss of sensitive information

16



, howest
Malware... not something new
.d;fi Wana Decryptlr 2.0 .1
Lol peasonal fitel Ooops, your files have been encrypted!

Cryptolocker

Your impartant filas encryption produced on thi
e1c. Here is a pedormance list of encrypted files

What Happened to My Computer?
Your important files are encrypted.

I\-'Ia.tTg,Jr of yrour documents, photos, wideos, databases and other files are no longer
laccessible becausze they have been encrypted. Maybe you are busy looking for awayto

irecover wour files, but do not waste your time. Nobody canrecover your files without

our de cryption service.

Encryption was praduced using & unigua puhlic
compartar. To dacryot files you need o obtain th

The single copy of the reats key, which wall al
garred servsl on the Imemel; ARer fhe firmne gpay

recaveny will ba Increasad 2 times

Payment will be raised on .
4 =) Can | Recover My Files?

Sure. We guarantee that you canrecover all vour files safely and easily. But s7ou have
|not s0 enough time,

To ohrain the private kay for this comguter, whi Time Left fou can decrypt some of vour files for free. Try now by clicking <Decrypt=

o pay 8O0 WS0T 600 EUR S sirdar smaval | But if sron wart to decrypt all yrour files, wou need to pagr.

ou only hawve 3 days to submit the payment. After that the price will be doubled.
2150, if you don't pay in 7 days, you won't be able torecover your files forever,

e will have free events for users wha are so poaor that they couldn't pay in ¢ months,

m

In @ menlh, the prate key will be aomaticaly 5/15/2017 16:04:06
nabody and nevar will ba able to rastore file

Click "Mext” te select the method of payment

Any afternpt to renove of damade this solty )
dastruction of the private key by sRreer. Your files will be lost on

|How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcains,

i Flease check the current price of Bitcoin and buy some bitcoins, For meore information,
iclick <How to buy bitcoinss.

| 2nd send the correct amount to the address specified in this window,

After vour payment, click <Check Payment=, Best time to check: 9:00am - 11:00am

Mmoo, . RA L O

5/19/2017 16:04:06

Time Left

Time R
86:54:22

A e e,

= 2 Send $300 worth of bitcoin to this address:
About bitcoin b'tco, n

Hi b =
Lomactis Check Payment Decrypt
innovatief creatief ondernemend




Malware for sale

<z)/> NOMORERANSOM

NEED HELP
unlocking your digital
life without paying

your attackers*?

At the moment, not every type of ransomware has a solution. Keep
checking this website as new keys and applications are added when
available.

innovatief creatief ondernemend

howest

Partners About the Project Englsh v

Home Crypto Sheriff Ransomware: Q&A Prevention Advice Decryption Tools ReportaCrime

Ransomware is malware that locks
your computer and mobile devices or
encrypts your electronic files. When
this happens, you can't get to the data
unless you pay a ransom.

However this is not guaran-
teed and you should never

pay!

New decryptor for
Bianlian available,

pleaseclick here.

universily of applied sciences




Q&A

Wat is de gemiddelde tiidspanne van een inbraak tot
ransomwaree¢

90 dagen
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De problemen met OT




Why OT Security now

Several migrations have happened over time:

« +15years ago: all systems still used fieldbus protocols
» There was a movement to Ethernet based protocols

« + 10 years ago: networking became abundant, everything started to become
infra connected

 Engineers / operators / managers connecting to their
production devices from everywhere in the company

« +5years ago: the age of loT, Big Data and Industry 4.0
 Engineers / operators / managers want to monitor, manage and connect to their
production devices from at home

And all this using protocols that were developed +40 years ago
and have zero support for security, authentication, encryption ...

/
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Ownership

Understanding the
mission of INDUSTRIAL
cyber security

IT

INFORMATION
TECHNOLOGY

Understanding the
modern industrial
environment

OPERATIONAL

TECHNOLOGY




Forced

usage of outdated systems

Rockwell Automation Compability
2019
Windows 7 Enterprise SP1 32-bit
Windows 7 Enterprise SP1 64-bit
Windows 7 Home Premium (32-bit)
Windows 7 Home Premium (64-bit)
Windows 7 Home Premium SP1 32-bit
Windows 7 Home Premium SP1 64-bit
Windows 7 Professional (32-bit)
Windows 7 Professional (64-bit)
Windows 7 Professional SP1 (32-bit)
Windows 7 Professional $P1 (64-bit)
Windows 7 Ultimate SP1 32-bit
Windows 7 Ultimate SP1 64-bit
Windows 8 (home) 32-Bit
Windows 8 (home) 64-Bit
Windows 8§ Enterprise 32-Bit
|Windows 8 Enterprise 64-Bit
Windows 8 Professional 32-Bit
Windows 8 Professional 64-Bit
.Windows 8.1 Enterprise 32-Bit
Windows 8.1 Enterprise 64-Bit
Windows 8.1 Professional 32-Bit
Windows 8.1 Professional 64-Bit
Windows Vista Business (32-bit)
Windows XP Pro (32-bit)
Windows XP Pro SP1 (32-bit)
Windows XP Pro SP2 (32-bit)
Windows XP Pro SP3 (32-bit)

RSLogix 5000 RSLogix 5000 RSLogix 5000 RSLogix 5000 Studio 5000 Logix Designer
14.01.00 18.02.00 19.01.01 20.01.01 21.03.02

0000
o000
o000

0000000000000 OCOO0O0O
000000000000 OO0000
> 0000

0000000000000V

0000C

Rockwell Automation Compability

2019
Linux
Windows 2000
Windows NT Workstation 4.0 (NTFS)
Windows 10 Enterprise, 32-bit, Version 1511
Windows 10 Enterprise, 32-bit, Version 1607
Windows 10 Enterprise, 64-bit, Version 1511
Windows 10 Enterprise, 64-bit, Version 1607
Windows 10 Enterprise, 64-bit, Version 1703

Windows 10 Professional, 32-bit, Version 1511 |

Windows 10 Professional, 32-bit, Version 1607

RSLogix 5000 RSLogix 5000 RSLogix 5000 RSLogix 5000 Studio 5000 Logix Designer
14.01.00 18.02.00 19.01.01 20.01.01 21.03.02
) 0 0

o 0 o o

Windows 10 Professional, 64-bit, Version 1511 ()

Windows 10 Professional, 64-bit, Version 1607
Windows 10 Professional, 64-bit, Version 1703
Windows 2003 Standard (32-bit)

Windows 2003 Standard SP1 (32-bit)

Windows 2003 Standard SP2 (32-bit)

Windows 2003 R2 Standard (32-bit)

Windows 2003 R2 Standard SP2 (32-bit)
Windows 2003 R2 Standard SP2 (64-bit)
Windows Server 2003 Standard R2 SP1 [32-bit]
Windows Server 2008 Standard (32-bit)
Windows Server 2008 Standard SP1 (32-bit)
Windows Server 2008 Standard SP1 [64-bit]
Windows Server 2008 Standard SP2 (32-bit)
Windows Server 2008 Standard SP2 (64-bit)
Windows Server 2008 R2 Enterprise SP1
Windows Server 2008 R2 Standard

© 0 o0 ©
© 0 0 ©

) 0 o0 o0 ©
0 0 0
© 0 ©0 o0 ©
‘ 0 0
) 0

o 0 0
0

0

o ©

o ©

/
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Vendor warning

SIEMENS

BEGKHOFF

PHCENIX
CONTACT

Siemens Security Advisory by Siemens ProductCERT

Lag
Cu
C

SSA-603476: Web Vulnerabilities in SIMATIC CP 343-1/CP 443-1

Publication Date

Beckhoff Security Advisory

Advisory 2017-001: ADS is only designed for u

Publication Date ~ 03/13/2017

Last Update 07/02/2018
Current Version 14

Relevance Medium

Related CVE CVE-2017-16726
Summary

ADS is only advised to be used in protected environments, and &
Attackers can eavesdrop, manipulate and forge arbitrary packets|

Appearance
= TwinCAT 2
= TwinCAT 3
Description

Beckhoff TwinCAT supports communication over ADS. ADS

protected environments [1]. ADS has not been designed to acl
not include any encryption algorithms because of their negative €
An attacker can forge arbirtrarx ADS Eackels when legitimate AD|
Solution

Use ADS Protocol only in protected environments.

Modules and SIMATIC $7-300/S7-400 CPUs

2016-11-21
2046.11.21

https:
[3 nttp

worw.phoenixe... 2 = @ C || [T Phoenix Contact Software a...

Mitigation:

Phoenix Contact Software recommends that users implement an adequate defense—in-depth
networking architecture for control systems where these devices are operating. The use of
virtual private networks (VPNs) is highly recommended for remote access, as well as the use

of firewalls for network segmentatlon or controller isolation when regmred.

Automation suppliers might use the ProConOS open protocol layer to update thelr
automation devices with a new firmware version implementing own authentication
mechanism

Acknowledgement:
Phoenix Contact would like to thank Reid Wightman of Digital Bond and ICS-CERT for a
coordinated release of this vulnerability.

Resources:
Recommended security practices by ICS-CERT:
7 hitp:/fics-cert.us-cert.gov/content/recommended-practices

Recommended Practice: Improving Industrial Control Systems Cybersecurity with Defense-

In-Depth Strategies

-, hitps-fiics-cert us-
cert.govisites/defaultifiles/recommended_practices/Defense_in_Depth_Oct09.pdf

For more information about the official ICS-CERT advisory please refer to:
i hitps./fics-cert. us-cert. gov/advisories/ICSA-15-013-03

university u} applied sciences



Living off the land

« Use native tools

* Low detectability

« Minimal footprint PRON ETA‘

Powershell scripts ~— mewmwk AT
WMI abuse
Credential dumping

Using certutil.exe bitsadmin.exe, wmic.exe
to move data and execute commands

TIA

\"A V4

i
howest
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Real world cases




Risk awareness: “Public devices”

/
27 howest
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Risk awareness: “Physical security”

/
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Risk awareness: ‘“Passwords”

Email Address
john.do

mary.smith

Email Address Password

)howest.be X9fi5pH7zV

mary.smitt O\ .be LBr@p8uT1zW

laura.white

jan

tom.jones@ho be T$7fQn1klx .
ah.lee@how De J7pH*4uVrM8

linda.martir

mark.ross@hoy Kz9Z$0bKmP

laura.white( vest.be Y1jR@voxxw
Fz3wls5#0oH

U4pB!t7jVg

P8dM9!fD2I

R1jY@z/nFQ

/
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Realistic real word scenario

CVE-2022-40684

Let’'s say we want to target factory.xyz

P Technical Analysis

Shodan zoomeye, crt.sh...

Indicators of Compromise

« Enumerate those endpoints. e
« VPN access into the netowork
AKCVE-202
* Enumerate hosts Descriptio
An authentication byf
FortiProxy version 7.2

EXp|O|T the weak prOTOCO|S to perform operationd

POC for CVE-2022-40684 affecting Fortinet FortiOS, FortiProxy, and FortiSwitchManager appliances.

Fi n d Th eir p U b”C fO Ci n g O p p “CO Tio nS WiTh A technical root cause analysis of the vulnerability can be found on our blog:

7.2.1 and 7.0.0 through 7.0.6,
unauthenticated atttacker

howes
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IPMI 2.0 (intelligent platform management interface)

Via IPMI beheer je servers op afstand.

iLO 4
HP ProLiant
Als je de naam van een useraccount kent kan je de Fimvare Version 203

ilo-manager-compunet office ad

hash opvragen.

INTEGRATED DELL REMOTE
mL ACCESS CONTROLLER 7

Summary Details

UDP 623

‘SUPERMICR\,

System Summary

Server Health



Eerste stappen




Segmentatie




Limit need access

« Separate guest - office WiFi

S~

S conirol IIHSI!II]-
#1 choice

in Remote Access

« Separate or put layers (firewall, data
diode,...) between OT & IT

« Don't connect anything to the outside
without it being absolutely necessary. (lloT
data, VNC connection to HMI,...)

« Implement accountability, use users/roles
to limit access and log who does what in
case something goes wrong.

34




Monitoring solutions

=~ Kaspersky-
H
« Visibility ‘dhb OZOMI
« Asset discovery & inventory N NETWOREKS
 Detection CQ CLAROTY Network
* Pin-point security threafs inreal time %

* Response
» Accelerate remediation efforts

= 5 i

PC1 Server Monitoring Tool

/
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Evolution

default password change

segmentation & risk awareness

security architecture & asset
management

start incidence response plan

monitoring




