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Cyber Intelligence

What information about us can be collected 

openly?

What are our vulnerabilities in cyberspace?

Could someone get access to my private data?



Cyber Intelligence

What information about someone else can be 

collected openly?

What are their vulnerabilities?

Could I get access to their systems?



Cyber Intelligence

Who is developing what kind of 

cyber capabilities?

What are their intentions?

What is the cyber threat to me?



Knowing the threat
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Knowing the threat

There is an army of thousands of hackers and techniques on Darknet

Attacks, exploits, vulnerabilities, are for sale …. What’s next ?



Knowing the threat



Knowing the threat

http://www.nexia.com/Cybersabotagethenewworldwar



Convinced ?

This looks like a Kalashnikov…



Incidents.be

• There are counterparts with advanced capabilities

• Information about the attack method was available in 

partner services, but …

• Intrusions remain undetected

– No detection by standard commercial products

– Present for a long time before detection

• The counterpart has full access



The threat is real, but

is this threat real to us?



Incidents.be

• We hide our incidents & minimize the impact

• Most critical systems remain vulnerable

• There is no monitoring

• Lessons identified, not lessons learned

• No real cyber-security-capability.be



Why ?

No context � hard to predict

It’s not about knowing, it’s about believing



ContextCyber Intelligence �
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