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Make IT happen

Digital                           @ Belgian
transformation                   Police

Hoofdcommissaris ir. MSc. Wim LIEKENS

Directeur Politionele informatie & ICT

CIO

Make IT happen

Politiezorg transformeren

Digitale transformatie

2015-2025 = 2 X 5 jaar
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Oude

techno.

Waarom veranderen?                  

FLOW’s = Criminaliteit Cybercriminaliteit

Grenzen

Terro

Waarom dringend?      

Informatie-overload
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Risico van veranderen vs. 
HOE? Risico van niet veranderen

In een digitale wereld is één van de grootste risico’s om geen risico te nemen.

VisieS van de digitale transformatie

(Disruptieve)

Business

Proces

Technologie

Cultuur

Mensen

Privacy

& Veiligheid

Digitale

Transformatie

(veranderen)

gaat over…

Modernisation Vision

Privacy & Security Vision

Digital innovation 

& transformation Vision

Policing BusinessVision

New IT paradigms Vision
- Data as a resource

- Multi-dimensional decoupling of IT architecture
- Application modernisation

- Multi-speed delivery

Make IT happen
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1 Phi losophy

on digital

2 Pol icing

Bus iness

Innovation

3 Innovation

in the 

World of IT

5 Pol iceWorker

Innovation
4 Privacy

by Des ign

Impact van de digitale transformatie…

Kan digitale transformatie de politiezorg dichter bij de burgers brengen? 

Gaat digitale transformatie de politieactiviteiten abstracter maken?
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Mensgericht digitaliseren gaat over engagement

Niet-geëngageerde mensen doen systemen falen

Ze hebben procedures en systemen nodig om te weten 

wat ze moeten doen

Mensgericht digitaliseren gaat over engagement

Geëngageerde mensen doen falende systemen werken

Ze hebben geen procedures en systemen nodig 

maar zijn in s taat om nieuwe manieren van werken door te voeren 

en te evalueren waarom, waar en wanneer technologie  

hen s terker kan maken in wat zij doen

en in hoe zi j beter ten dienste kunnen staan van de burgers in nood 

Zij worden zelf “digicitizens” of digitale burgers
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Police Business Model: 2007… – Police Excellence

Community Policing
(Gemeenschapsgerichte politiezorg)

Information Led Policing
(Informatiegestuurde politiezorg)

Optimal Police Function
(Optimale politiewerking)

?

Re-evaluatie in een

“Hedendaagse digitale 

wereld”

The Police Digital Value chain

Police excellence  - Digital transformation

Information Led Policing

Societal security – Pol ice & Partners

Business Vision @ Belgian Police

Optimal Police Function Smart Agile ITIL Organisation

© copyright Belgian Police
Make IT happen

1

With “partners” “Police”-ing For safe “citizens”
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Bereikbaarheid politie?

Nieuwe maatschappelijke verwachting - SNELHEID

Comfort

• Waar moet ik zijn?

• Wie kan mij helpen?

• Kan ik die gemakkelijk bereiken?

• Kan ik gemakkelijk mijn vragen stellen?

• Kan ik gemakkelijk de antwoorden krijgen of 
vinden?

Persoonlijk

• Vriendelijk

• Empathisch

• Probleemoplossend

• Kennis van mijn recente situatie

COMMUNICATIEINFORMATIE

SNELHEID “IN REAL TIME”

Uitdaging in de nieuwe VUCA-wereld Volatile – Uncertain – Complex – Ambiguous

Niet perfect, maar zeker SNEL...
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De burger centraal...in de transformatie

Hoe kan men politie meer vertrouwen?

Hoe kunnen we win-win creëren voor de burger?

Hoe kunnen we onze service verbeteren – burger beter helpen?

Wat maakt het leven van de burger gemakkelijker (comfort)?

Digitale maatschappij

Vaststelling

• Maatschappij is digitaal geworden 3,5u/dag op smartphone

Kritische voorwaarde succesvolle politiewerking

• Goede band met de maatschappij

• Laagdrempelige politiewerking

• Toegankelijk
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Uitdaging – Burger engagement/betrokkenheid

Politie legt eigen communicatiekanalen op

Versus

Burgers gebruiken hun gangbare communicatiekanalen

Digitale interactie/contact met het publiek: digitale kanalen

Online rapportage

Push-berichten naar het publiek

Open gegevens voor het publiek

Doelstelling

De politie de technologie geven om

• Efficiënter te werken

• En effectiever digitaal te interageren met de maatschappij
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A digital journey – A change @ digital speed

Doeleinden en concepten

Naar een modern, veiliger België

Naar een efficiëntere en effectievere politie

Met een snellere dienstverlening

• Informatiesilo’s afbreken

• Bedrijfs- en afdelingssilo’s afbreken

Het beste halen uit alle politieleden

Optimaal “digitaal” interageren met de burgers

Digital policing

Digital transformation

The DigiCop

Digi tal “Community” Policing
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The Police Digital Value chain

Police excellence  - Digital transformation

Information Led Policing
Citizen Participation
Smart Cities / Cars / Things

Societal security – Police & Partners

Business Vision @ Belgian Police

Optimal Police Function Smart Agile ITIL Organisation

© copyright Belgian Police
Make IT happen

Digital

‘Community’

Policing

The Police Digital Value chain

Police excellence  - Digital transformation

Information Led Policing Citizen Participation
Smart Cities / Cars / Things

Societal security – Police & Partners

Business Vision @ Belgian Police

Optimal Police Function Smart Agile ITIL Organisation

© copyright Belgian Police
Make IT happen

2

Digital

‘Community’

Policing

Welke onderbouw noodzakelijk?
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Digitaal Estland

Digitale identiteit

e-Residents

Gemeenschappelijke ICT-infrastructuur

Burgers & Regeringen met elkaar 

verbonden

Uitbreiden door API’s - Interfaces

Digital Transformation @ Belgian Police
Police IT 

innovation

2015-2017

Moderne

en flexibele

Versie (all 2 all)

van

Kruispuntbank 

(all 2 one)

POLI-X Architectuur op orde!
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Digital Transformation @ Belgian Police
Police IT 

innovation

2015-2017

Old IT

PartnersNew IT

Citizens Moderne

en flexibele

Versie (all 2 all)

van

Kruispuntbank 

(all 2 one)

POLI-X
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The Police Digital Value chain

Police excellence  - Digital transformation

Information Led Policing Citizen Participation
Smart Cities / Cars / Things

Societal security – Police & Partners

Business Vision @ Belgian Police

Optimal Police Function Smart Agile ITIL Organisation

© copyright Belgian Police
Make IT happen

Digital

‘Community’

Policing

Police 

Information 

eXchange

Services

Architectuur op orde!

Data op orde!
Bouwen aan

vertrouwen!!!!

Nieuwe uitdagingen op het vlak van Privacy & Veiligheid

Innovation research…

Privacy toolkit…

Checks

&

Balances
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Risk

management

Security

strategy

Legal

compliancy

analysis

Standards

compliancy

analysis

Information

organisation

security

Resources

security

Access

policy

Physical

access

policy

Secure

acquisition

development

maintenance

Secure

operations

management

Secure

assets

and systems

management

Incident

respons

planning

Business

continuity

planning

Strategy

Compliancy

Organisation

Operations

Information Security Management System  @ Belgian Police

Services

PLAN

Security

policies

DO

Implement

Security

Concepts

& Training

CHECK

Risk

Monitoring 
& analysis

ACT

Maintain

Mitigate

Improve

Systems

Authenticity

Integrity

Confidentiality

Non-repudiation

Accountability

Availability

AuditingSuppliers

Partners

Police

Units & Users

© copyright Belgian Police
Make IT happen

Security op orde!

2015-2017ev

PLAN

Privacy

policies

DO

Implement

Privacy

Concepts

& Training

CHECK

Risk

Monitoring 
& analysis

ACT

Maintain

Mitigate

Improve

Lawfuless,  Fairness 

& Transparency

Purpose 

limitation

Data

minimization

Accurate and

up-to-data data

processing

Storage

limitations

Integrity &

confidentiality

Accountability

& liability

Lawful

Objective

Subsidiarity

Proportionality

Relevant

Validated

No replication,

archiving

Privacy Management System  @ Belgian Police

Trust

Information

Security

Management

Authenticity

Integrity

Confidentiality

Non-repudiation

Accountability

Availability

Accurate

Specified

explicit 
& legitimate

Adequate

Relevant
& limited to necessary

not replicated 

or held longer 
than required

appropriate security 

against unlawful process ing
accidental loss , 

destruction or damage

appropriate technical 

or organizational measures

Controller respons ible for

able to demonstrate compliance 
with the Data Protection Principles

(appropriate governance framework)

AuditingSuppliers

Partners

Police

Units & Users

© copyright Belgian Police
Make IT happen

Privacy managed!

2019ev
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PLAN

Privacy & 

Security

policies

DO

Implement

Privacy &

Security

Concepts

& Training

CHECK

Risk

Monitoring & 

analys is

ACT

Maintain

Mitigate

Improve

Lawfuless, Fairness 

& Transparency

Purpose 

limitation

Data

minimization

Accurate and up-to-data data

processing

Storage

limitations

Integrity &

confidentiality

Accountability

& liability

Lawful

Objective

Subsidiarity

Proportionality

Relevant

Validated

No replication,

archiving

Privacy & Information Security Management System  @ Belgian Police

Trust

Information

Security

Management

AuditingSuppliers

Partners

Police

Units & Users

Authenticity

Integrity

Confidentiality

Non-repudiation

Accountability

Availability

Accurate

Risk

management

Security

strategy

Legal

compliancy

analysis

Standards

compliancy

analysis

Information

organisation

security

Resources

security

Access

policy

Physical

access

policy

Secure

acquisition

development

maintenance

Secure

operations

management

Secure

assets

and systems

management

Incident

respons

planning

Business

continuity

planning

Strategy

Compliancy

Organisation

Operations

Services

Systems

© copyright Belgian Police
Make IT happen

Balanced innovation!

2018ev

Digital Transformation @ Belgian Police
Police IT 

innovation

2015-2017

Security &

Privacy

by design

Politie identiteit

Geveri fieerde toegang

Internet veiligheid

Multi -Factor Authentication

Politie profielen

Geautoriseerde toegang

Wie, Wanneer, Waarvoor

POLI-X        ASPECTEN

Beveiliging van 

authentieke bronnen
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Information Privacy 

& Security ‘By design’

The Police Digital Value chain

Police excellence  - Digital transformation

Information Led Policing Citizen Participation
Smart Cities / Cars / Things

Societal security – Police & Partners

Business Vision @ Belgian Police

Optimal Police Function Smart Agile ITIL Organisation

© copyright Belgian Police
Make IT happen

Digital

‘Community’

Policing

Police 

Information 

eXchange

Services

Cyber secure IT platform

Internet – wifi – Intranet (HiLDE-flex) – DMZ – UC

Datacenter – Business continuity

C
y

b
e

r 
p

la
tf

o
rm

Modernisation Vision @ Belgian Police

© copyright Belgian Police
Make IT happen
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Information Privacy 

& Security ‘By design’

The Police Digital Value chain

Police excellence  - Digital transformation

Information Led Policing Citizen Participation
Smart Cities / Cars / Things

Societal security – Police & Partners

Business Vision @ Belgian Police

Optimal Police Function Smart Agile ITIL Organisation

© copyright Belgian Police
Make IT happen

Digital

‘Community’

Policing

Police 

Information 

eXchange

Services

Police 

Information 

Infrastructure 

Services

Data op orde!

Digital Transformation @ Belgian Police

Interior

Justice

Homeland security

Defense

Foreign Office

Interpol

Europol 

Schengen 

European Union Partners

Mobility
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Information Privacy 

& Security ‘By design’

The Police Digital Value chain

Police excellence  - Digital transformation

Information Led Policing Citizen Participation
Smart Cities / Cars / Things

Societal security – Police & Partners

Business Vision @ Belgian Police

Optimal Police Function Smart Agile ITIL Organisation

© copyright Belgian Police
Make IT happen

Digital

‘Community’

Policing

Police 

Information 

eXchange

Services

Police 

Information 

Infrastructure 

Services

Partners

Information 

Providers

Authentic

sources

Business

moderniseren...

B
u

si
n

e
ss

  p
il

la
rs

HRpol LOGISpol FedCom

Cyber secure IT platform

Internet – wifi – Intranet (HiLDE-flex) – DMZ – UC

Datacenter – Business continuity

C
y

b
e

r 
p

la
tf

o
rm

Modernisation Vision @ Belgian Police

© copyright Belgian Police
Make IT happen
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1 unieke master data

container!
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Intermediate innovation        2015-2020

New Projects & Anti terrorism

Controle aan de grenzen

• PNR Passenger Name Recognition

• MSW Maritime Single Window

• Private vluchten

Cameraschild ANPR

Sociale Media

Police Search (POLI-X) !

Gestructureerde en

Niet gestructureerde data

Burger:

• www.police.be

• New police on web

• Digitale rekrutering

B
u

si
n

e
ss

  p
il

la
rs

HRpol LOGISpol FedCom

Cyber secure IT platform

Internet – wifi – Intranet (HiLDE-flex) – DMZ – UC

Datacenter – Business continuity

C
y

b
e

r 
p

la
tf

o
rm

Citizen

Parti

cipation

Modernisation Vision @ Belgian Police

© copyright Belgian Police
Make IT happen
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Digital Transformation @ Belgian Police

Public & Private IT Partners

Interior

Justice

Homeland security

Defense

Foreign Office

Interpol

Europol 

Schengen 

European Union Partners

Citizen Police WebApp

WebPlatform

ANPR

MSW

PNR

Mobility

OSINT 

Network policing

Organisatie blijft in verbinding

via interne en externe social media

Externe en interne samenwerking versterken

• Multi-agency partners approach – politiegestuurde digitale interactie

• Digitale teamgebaseerde samenwerking

Van “need to know” naar “need to share”
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Digitalisering van het dagelijkse Nieuwe Werken

Police Office Cloud
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Make IT happen

Op weg naar een moderne werkplek

Optimalisatie

Publicatie

Idee / Info

Uitwerking

Samenwerking

Kennisbeheer

Netwerking

Discussies

Inzamelen van kennis

Notities

Analyse

Expertise

Validatie

Procedures

Documentatie

Publicatie

Cirkel van 

kennis

Bottom 

Up

Top 

Down

© copyright Belgian Police
Make IT happen

Samenwerking

Roadshows

Best practices

Ambassadeurs
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Networking: Police Internal ‘Facebook’

Digitale maturiteit
naar een nieuw eco-systeem
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1st digitaal:  Wereld Top & Top100 innovatie

52% Mobile

in Teams

en

stijgend

Belgian

Pol ice

Storyhttps://www.microsoft.com/en-us/microsoft-365/blog/2018/12/19/belgian-police-move-

into-the-digital-age-nationwide-solve-crimes-faster-with-microsoft-365/

B
u

si
n

e
ss

  p
il

la
rs

New way of 

working
HRpol LOGISpol FedCom

Cyber secure IT platform

Internet – wifi – Intranet (HiLDE-flex) – DMZ – UC

Datacenter – Business continuity

C
y

b
e

r 
p

la
tf

o
rm

Citizen

Parti

cipation

Modernisation Vision @ Belgian Police

© copyright Belgian Police
Make IT happen
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Digital Transformation @ Belgian Police

Public & Private IT Partners

Interior

Justice

Homeland security

Defense

Foreign Office

Interpol

Europol 

Schengen 

European Union Partners

Citizen Police WebApp

WebPlatform

ANPR

MSW

PNR

Mobility

OSINT 

Information Privacy 

& Security ‘By design’ Collaborative & Network policing

The Police Digital Value chain

Police excellence  - Digital transformation

Information Led Policing Citizen Participation
Smart Cities / Cars / Things

Societal security – Police & Partners

Business Vision @ Belgian Police

Optimal Police Function Smart Agile ITIL Organisation

© copyright Belgian Police
Make IT happen

Digital

‘Community’

Policing

Police 

Information 

eXchange

Services

Police 

Information 

Infrastructure 

Services

Partners

Information 

Providers

Authentic

sources

PolitieBusiness

versnellen...
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EFFECT hebben - versnellen

Hoe communiceert men vandaag?

Snelheid = werk kunnen verrichten waar de activiteit plaatsvindt

Interact Collect Assess Process Perform On the scene

Mobile policing

POLI-X

RRN, DIV, …

Politie Databases

Innovation Police Maps

Police Search
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B
u
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n
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ss

  p
il

la
rs

New way of 

working
HRpol LOGISpol FedCom

Mobile policing

Cyber secure IT platform

Internet – wifi – Intranet (HiLDE-flex) – DMZ – UC

Datacenter – Business continuity

C
y

b
e

r 
p

la
tf

o
rm

Citizen

Parti

cipation

Modernisation Vision @ Belgian Police

© copyright Belgian Police
Make IT happen
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Mobile Policing 

Digital Transformation @ Belgian Police

Public & Private IT Partners

Interior

Justice

Homeland security

Defense

Foreign Office

Interpol

Europol 

Schengen 

European Union Partners

Citizen Police WebApp

WebPlatform

ANPR

MSW

PNR

Mobility

OSINT 
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Collaborative & Network policing
Information Privacy 

& Security ‘By design’

The Police Digital Value chain

Police excellence  - Digital transformation

Information Led Policing Citizen Participation
Smart Cities / Cars / Things

Societal security – Police & Partners

Business Vision @ Belgian Police

Optimal Police Function Smart Agile ITIL Organisation

© copyright Belgian Police
Make IT happen

Digital

‘Community’

Policing

Police 

Information 

eXchange

Services

Police 

Information 

Infrastructure 

Services

Partners

Information 

Providers

Authentic

sources

Mobile

Policing

PolitieBusiness

moderniseren...

Informatiegestuurde politiezorg –
Proactieve politiezorg

Proactief

Doelgericht

Probleemoplossend

Meerwaarde biedend

Preventie door een beter en proactief inzicht in de behoeften van de 
burgers

• Minder bureaucratie

• Meer en eenvoudige contacten met het publiek
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Smart policing

NIET ALLEEN...

Verhoogde productiviteit

Verhoogde efficiëntie

via automatisering

MAAR VOORAL...

Beter inzicht in de verwachtingen van het publiek

Door betere analyse van de geëxploiteerde informatie

Versnelde veiligheid dankzij automatische waarschuwingssystemen

Veiligheidscomfort    versus     controle

Intelligent policing

Intelligence

Risicobeoordeling

Inzichten

Predictive policing

pAI: police Applied Intelligence: algorithmes die speciaal geschikt zijn 
voor het politiewerk

Vertrouwen

Privacy checks & balances
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Uitdaging – politie-engagement

Politieantwoord

Van

Reactie

Nabijheid

Beschikbaarheid

Naar

Predictie

Risicobeoordeling

Vaardigheden

Beschikbaarheid

Nabijheid

Versnellen

Reactief waar nodig Proactief waar kan

Respons Alarm

B
u

si
n

e
ss

  p
il

la
rs

New way of 

working

iPolice

Intelligent 

policing

HRpol LOGISpol FedCom

Mobile policing

Cyber secure IT platform

Internet – wifi – Intranet (HiLDE-flex) – DMZ – UC

Datacenter – Business continuity

C
y

b
e

r 
p

la
tf

o
rm

Citizen

Parti

cipation

Modernisation Vision @ Belgian Police

© copyright Belgian Police
Make IT happen
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Mobile Policing 

Digital Transformation @ Belgian Police

Public & Private IT Partners

Interior

Justice

Homeland security

Defense

Foreign Office

Interpol

Europol 

Schengen 

European Union Partners

Citizen Police WebApp

WebPlatform

ANPR

MSW

PNR

Mobility

OSINT 

Intelligence Led Policing

Smart & Intelligent policing

één ANG 2.0: Federal Record Management System

• POLE (Persons Objects Locations Events) – based

Case Management Platform

Intelligence

Data op orde!
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Mobiel bruikbaar

POLI-X

The Police Digital Value chain

Collaborative & Network policing
Information Privacy 

& Security ‘By design’

Police excellence  - Digital transformation

Partners

Information 

Providers

Authentic

sources

Police 

Information 

Infrastructure 

Services

Police 

Information 

eXchange

Services

Intelligent

Policing

Smart

Policing

Mobile

Policing

Digital

‘Community’

Policing

Information Led Policing
Citizen Participation
Smart Cities / Cars / Things

Societal security – Police & Partners

Business Vision @ Belgian Police

Optimal Police Function Smart Agile ITIL Organisation

© copyright Belgian Police
Make IT happen

Intelligence enabled smart policing
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Mobile Policing 

Digital Transformation @ Belgian Police

Public & Private IT Partners

Interior

Justice

Homeland security

Defense

Foreign Office

Interpol

Europol 

Schengen 

European Union Partners

Citizen Police WebApp

WebPlatform

ANPR

MSW

PNR

Mobility

OSINT 

Intelligence Led Policing

?

Uitdaging – “empowered” politiemedewerker

Toekomst is “kennisgericht”

• Elke “kennis” i s een opportuniteit

• Elk “idee” dient een kans te krijgen

Om meer complexe criminaliteitsfenomenen op te lossen

Meer complexe criminaliteitsanalyses noodzakelijk

empowered door “samenwerken in een netwerk”

en “pAI – police applied intelligence”
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Business behoefte – Toekomstgerichte werkkrachten

Aantrekken

Ontwikkelen

Belonen

Behouden

Vaardigheden

voor

Het Nieuwe Werken

Benodigde “skills” misbegrepen

Zal automatisering een gebrek aan vaardigheden veroorzaken of net wegwerken?

Net zoals een krachtigere auto besturen hogere rijvaardigheden vereist, zo 

vergt politiewerk dat sneller verloopt dankzij technologie meer

politievaardigheden. 

?
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DigiCop – digitally smart enabled 
policeworker

DigiCop
S m art 
P o lice

Of f ice

An alysis
P rediction, Risks

PoliceTeams
Co n nected

<

D i gital Citizen

5 G  
LT E

S m art 
P o lice

S e arch

P o lice
No t ification

s
P o lice i-

b o t

P o lice 
Ava tar

D ro n
e

Fo cu
s

e -
I D

S m art 
P o lice

Ca se

P o liceMap
s

Body Ca
m

VR

Digitally smart enabled policeworker

Digital 

Policing

MyP olice

Intelligent 

Policing

Smart 

Policing

Mobile 

Policing

Wi f iCar

ANP R  / IoT

Collaborative 

Policing

Cyb erProtectio
n

Sensor 

Policing

© copyright Belgian Police
Make IT happen

S m art  Police
Of f ice

I n telligent Police
P re dic tion, Risks

P o liceTeams
Co n nected

D i gital
Ci t izen

5 G  LTE

S m art  Police
S e arch

P o lice
No t ifications

P o lice i-bot

P o lice Avatar

D ro ne

Fo cus

e - ID

S m art  Police
Ca se

P o liceMaps

Digitally smart enabled policeworker

DigiCop ANP R  / IoT

Body Cam

V R

Collaborative 

Policing

Intelligent 

Policing

Digital 

Policing

Mobile 

Policing

Smart 

Policing

Sensor 

Policing

Cyb erProtectio
n

MyP olice

© copyright Belgian Police
Make IT happen
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Business Vision @ Belgian Police
The Police Digital Value chain

POLice

Information

eXchange

Services

Partners

Information

Providers

Authentic
Sources

Police

Information

Infrastructure

Services

Intelligent

Policing
Smart

Policing Mobile

Policing

Collaborative 

Network policing

Information Led Policing

Police excellence  - Digital transformation

Digital

‘Community’

Policing

Citizen Participation

Smart Cities / Cars / Things

Information Privacy & Security

‘By design’

Optimal Police Function   Smart Agile ITIL Organisation

Societal security – Police & Partners

© Belgian Police
M ake IT happen


