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Proximus Is..

Proximusis a
telecommunications
company operatingin the
Belgian and international
markets. We are the
leading national provider
of telephony, internet,
television and network-
based ICT services.

Our high-quality
interconnected fixed and
mobile networks offer

access anywhere and
anytime to digital services
and data,as wellastoa
broad offering of
multimedia content.

< Sensor type Location

Pick friendly name from list O

Location friendly name Brussels ~

Add GPS location

We are investingin
future-proof networks
and innovative solutions,
creating the foundations
for sustainable growth.

We put the customer at
the heart of everything we
do. Our aimis to deliver the
best customer experience
and to simplify the
customer journey by
offering accessible and
easy to use solutions.

We contribute to the
economic, social and
environmental
development of the
society in which we
operate.




Key Figures FY 2016

€ 5.9 billion

Underlying Revenue

€ 559 miltion

Free Cash Flow
generation




Customer base — (2 201/

Fixed Internet lines Unique TV customers

1,959,000 1,533,000

' 3- & 4-Play
Iﬁ%mgﬁ) %Sse households & small
(excl. M2M) offices

4,900,000 1,410,000




We serve the consumer market
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Rich and varied content
available on all screens

ovative convergent offers
that everyone can tailor to
his needs

Professional solutions with
professional guarantees
for independents and small

/
Laa 1 businesses
e I

A superior customer experience in all interactions:

proximus
league

* Best quality integrated networks
* Proactive servicing

£ * Best accessibility across all channels with a digital -first mindset: MyProximus, website,
customer support, social media and shops

’ ~ '



We serve the corporate market

WAN-LAN Network-based . Professional &
Connectivity communications Managedservices

Network-enabled Internet of Things Communication
services K & Collaboration

.............
.............

Datacenter
infrastructure

Security



Our complementary brands meet the demands

. Progimus

| Belgium’s leaderin
quality and service
with the full choice of
features — bringing
customers instantly
close to what matters

of a wide range of customers

Y

scarlet

No frills offering for
customers looking for the
best prices

The Proximus Group
telecom operatorin
Luxembourg, offering
fixed and mobile products
and convergent services

“» telindus

Best-in-class
international wholesale
solutions for voice and
mobile data service
providers worldwide, with
an expertise in security
and CPaaS solutions
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3 lines of defense

The Three Lines of Defense Model

Governing Body / Board / Audit Committee

Senior Management
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1st Line of Defense 2nd Line of Defense 3rd Line of Defense
| Secwrity
Management Internal Internal

103e|n3ay

m
=
[1+]
=—
=
=L
oy
=
=
=2

Control
Controls | yocures NN Gy Audi




Complementary control : corporate investigations

Classical lines of defense Complementary control

1st line : Management controls Proximus Group Investigations

2" line : Financial, Security, - -
Risk, Compliance controls Investigation of criminal

activities & violation of Code

of Conduct & Policies
3rd line : Internal audit
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Proximus Group Investigations

e Createdin 1997

* 5Sinvestigators & 2 fraud analysts, all
being employees of Proximus

«  Specific knowledge of the company and
telecom domain

*  Compliance with the Law of 1991
regulating the profession of private
detective

«  Communication of offenses and crimes
to the legal authorities.




Key activities
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Incidents 2015-2016
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Communication Police request Theft Undesirable Unauthorized Proximus Group Accident Vandalism Other
Fraud behaviour business Policy Violation
practices
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Telecom Frauds
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1. Subscription fraud (identity theft)

2. International Revenue Share fraud
* Mobile roaming fraud
 PABX hacking fraud

3. SIMbox fraud



SUbSC["iption ﬂ"aud / |D theft Arnaque: au lieu de ses 35 euros de

forfait habituels, Valentin recoit une
facture GSM de 16.000 euros
Cafébaas tapt valse paspoorten

ANDERLECHT — De Albanese
cafébaas A.M. heeft honderden
buitenlandse criminelen in Belgié
Voorzien van gestolen of nage-
maakte paspoorten, rijbewijzen of
andere officiéle papieren. Speur-
ders vonden bij een handlanger
van AM. in Jette tweehonderd
gebruiksklare documenten. Het
Speciaal  Interventie  Escadron
sloeg kopstuk A.M. gisterochtend
in de boeien, Tegelijkertijd vielen
speurders binnen bij 26 verdachte
connecties van AM.

IVINGs
o RE EOVF;DRACHT

selden bzon n Je. De sty isu NG SA EME T
ders achlerhaalden dat café La

Courette in Anderlecht de draai- UFT RAG 03 0
schijf was ven een handel in valse
documenten, Gangsters uit de
mensen- of de wapenhandel, uit
autotrafick of zware overvallen
wisten allemaal dat in café La
Courete altijd valse papieren

voorradig waren. CENT
Voor 50,000 fran! i 3 1ai

el el Communiqué de presse 13 Mai 2016

Spanje, Hongerije, . ’ = - 1
Duitsland of Belgié. F d I t d t

il Fin de 'anonymat des cartes sim prépayees
om bijtoorbeld em

grenscontrole te helj . 2s oz
Tijdens het onderzt le sien ont appelé a I'étranger pendant 3
speurders beslag o
schrijfmachines, ste
en alle andere b
voor  vervalsingen.
rechter Calewaert
AM. gisteren voork
vangenis opsluiten.

Cafébazs A.M. had i 4 : jan e . 2
& LUTTE DUNIRE lE
TS T B
CARTESPREPA S DFS OPERATELRS MOBILES.

SIRAR IEGE CARORIS

PREPAIDKAARTEN VAN DE MOBIELE OPERATOREN.

Proximus. Résultat: une facture de plus

PREMIER MINISTRE GE S\ EERSTE MINISTER
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http://www.rtl.be/info/vous/temoignages/valentin-ses-fait-usurper-son-identite-j-ai-recu-une-facture-de-16-000euro-de-proximus--701018.aspx
http://www.rtl.be/info/vous/temoignages/valentin-ses-fait-usurper-son-identite-j-ai-recu-une-facture-de-16-000euro-de-proximus--701018.aspx

International Revenue Share fraud (Premium Rate Number)

Mobile roaming fraud
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PABX hacking fraud
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Source of pictures : TransNexus white paper
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SIMbox fraud

International Carrier i
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Premium Rate Service fraud

Arnaque Proximus
o

Fontaine-'Evéque: Angelo
Ferrazzano retourne en prison
pour une arnaque Proximus

sudinfo.be

Les deux hommes ont été arrétés ensemble lundi soir, vers
21 heures. llIs se trouvaient a Fontaine-I'Evéque et venaient, aux dires des témoins
mandatés par Proximus, de trafiquer une armoire téléphonique, celle ou aboutissent les
lignes fixes des clients.

Les deux beaux-fréres étaient sous surveillance depuis quelques jours déja. En effet,
certains clients s’étonnaient d’avoir recu des factures teléphoniques astronomigues -on
parle de parfois 1000 euros |- alors qu'ils juraient n'avoir jamais appelé de messageries
roses ni participé a des concours téléphoniques colteux via des numéros d’appels
commengant par 0900. Ce sont manifestement les plaintes de ces clients mécontents
qui ont initié I'enquéte de Proximus et mené a linterpellation, lundi soir, & proximité
d’'une des bornes trafiquées.
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Vandalism — Sabotage — Copper theft
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Collaboration with Law enforcement authorities

526 requests form police in 2016
Subscription frauds
Bad behaviors

Vandalism / sabotage of Proximus
infrastructure
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Legal perspective — Law of 1991

 Law of 1991 regulating the
profession of private detective

*  Providing the legal framework

*  Obligation to inform the Public
Prosecutor's office of crimes and
offenses identified during the
investigations

It is well appropriate for
corporate investigations
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Important provisions

Duty of discretion (Art. 10).

- Filing.

- Confidentiality.

Prohibitions (Art. 7).

-  Trade-union convictions,

philosophical beliefs, etc.

-  Health.

Investigative techniques (Art. 5).

- Privacy (cameras, access control,
etc.).

Legal person governed by Public
Law (Art. 13).

- Special authorization.
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Ethics & control

* Infull compliance with Law of 1991
*  Proportionality

+ Balanced: aggravating and
extenuating circumstances

* No provocation, only authorized
investigative technics

* Noinvolvement in disciplinary
sanctions
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Few take aways

*  Proximus Group Investigations conducts investigations
which require specific expertise

*  Strict compliance with Law of 1991
+ Telecom frauds = key activity
*  Proportionality principle

* Deontological and ethical principles

* Respect of the different legislations and persons
concerned by the investigations.
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